Kurer for Thunderbird

9

Secure email powered by DANE




Kurer for Thunderbird ‘ urer “‘

e Modern add-on for Thunderbird Clients
® No-click solution for seamless DANE S/MIME

e Open-source
o  https://qithub.com/gmu-msl/kurer-thunderbird



https://github.com/gmu-msl/kurer-thunderbird

What can it do?

e Compose S/MIME signed / encrypted emails
o S/MIME signed / encrypted emails
e Seamlessly reply in an encrypted conversation

And most importantly,

e Power all the above with intuitive user settings and minimal set-up



A side note

The following will show sending and receiving secure email using Kurer,
It assumes users have already posted their S/MIME certificates on DANE.

For the curious: there is a separate easy-to-use app to accomplish exactly that

(daneportal.net)

... for now, let’s jump right in!



Jump right in to sending secure email

Only one setting is really needed for now:

e Enter your private key and sending email address to
allow signing your email
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Kurer - DANE-powered Secure Email
S/MIME encrypted secure email functionality, powered by DNS-based Authentication of Named
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Composing messages

Seperate encrypt button .
Not signed by default @

If unable to encrypt for a recipient:
Silently send unencrypted .

When replying to an encrypted message:
Preserve encryption @

Private keys

Single key for sign/encr @
Key for decrypting and signing




Jump right in to sending secure email lirer

Kurer - DANE-powered Secure Email
S/MIME encrypted secure email functionality, powered by DNS-based Authentication of Named
Entities (DANE).

Only one setting is really needed for now: Detaits  Options _ Permissions

e Enter your private key and sending email address to | urer “‘
allow signing your email

Your email address used when signing
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urer (¢

Jump right in to sending secure email

e Compose an email like normal

Get Messages | v | # Write  CJ Chat @Address Book Y Quick Filter

#" Write: (no subject) -

File Edit View Options Tools Help

A v v B

Spelling Security Save
From  minar@0pki.com minar@0p
To

Subject

Vv | Vari.idth vV | Lga

f Write: test secure email - Thunderbird

File Edit View Insert Format Options Tools Help

a | A\, & | 0B

Send Spelling Security Save
From  minar@0pki.com m
To | minar@osterweil.net

Subject | test secure email

Paragra.. V¥ | Vari..idth Vv ‘ﬂ- T-T B I U A = iZ

This is my first time using | r.

This message should be signed and encrypted so only you can read it and

you know | wrote it. &




Jump right in to sending secure email

e Use the Kurer popup to toggle signing and click send encryptec
o The tag on the icon means the email will be signed when sending

# Write: test secure email - Thunderbird - [m] X
# Write: test secure email - Thunderbird = O X File Edit View Inset Format Options Tools Help

v
Security

File Edit View Options Tools Help

4 | A, & B
Send Spelling Security Save

v

minar@osterweil.net

Subject | test secure email

———
From  minar@0pki.co [l]J 5 ’ R ‘

Attach .ﬂ_ Paragraph Vv || Variable Width v B 1. "B 7 U A ¢

Sending Message - test secure email

To = minar@osterw:

Subject  test secure ema (
Paragra... VvV Vari...idth Vv % u r e r ‘

‘ v., [ Encryption complete | To

ending message...

Content-Type%3A%20application i B%0D%0A%20smime-
type%3Denveloped-data%3B%20c Cancel A%20Enveloped%20Data
%0D%0AContent-Disposition%3A% %0D%0AContent-Transfer-
Encoding%3A%20base64%0D%0ADate%3A%20Tue%2C%2001%20Feb%202022%2019%3A52%3A36%20%2B0000
%0D%0AMessage-1d%3A%20%3C1643745156874-0bff3005-3ef826c3-2f5a6265%40false%3E%0D%0OAMIME-
Version%3A%201.0%0D%0A
%0D%0AMIIMbAYJKoZlhveNAQcDolIMXTCCDFKCAQIxggGkMIIBoAIBADBZME8xCzAIBgNVBAYTAIVTMREW
%0D%0ADWYDVQQIDAhWaXinaWSpYTEPMAOGA1UEBwwGUmMVzdG9uMQwwCgYDVQQKDANNUOwxDjAMBgNVBAN
%0D%0ABU1pbmFyAgYBEX9iQrlwPAYJKoZIhveNAQEHMC%2BgDzANBglghkgBZOMEAgEFAKECMB0oGCSqGSIb3
%0D%0ADQEBCDANBgIghkgBZOMEAGEFAASCAQA6dTHNOTtUs2qRuMIb74ATcOXT4bdupaB72cgI9LPjal4g%0D%0A
%2FfabtVAa9hRsdYmjU%2BNfagfHwhclW4ouYKt%2B6FzdPPRAWTIkKzketGHsT2j%2BpS5iK62AAVQIKAQF
9%0D%0ABmhIKwYx4JEIIkEQKQb6Se7dLPXWj7U%2BEbBWBRMXps9Gg1036gNrUWgOhekYTktbQyhOgKeUr4Qj

This is my first time using Kure
SEND ENCRYPTED

® sion

This message should be signec | Thisisaj |
you know | wrote it. &

Sending message...




Jump right in to sending secure email

e The email has been sent - signed by you and encrypted e recipien

File Edit View Go Message Tools Help
G Get Messages | v #"Write CJChat f&) AddressBook = © Tag v =

Me <minar@0pki.com> € Reply|| - Forward | @ Archive | @) Junk || [iJ Delete | More v Psst: also notice how we are sending secure
test secure email el emails between entirely different email domains

el — this is usually super difficult without DANE!
Content-Type%3A%20application%2Fpkcs7-mime%3B%20name%3Dsmime . p7m%3B%OD%OA%20smime -
type%3Denveloped-data%3B%20charset%3Dbinary%eD%eAContent-Description%3A%208Enveloped%28Data
%0D%eAContent-Disposition%3A%20attachment%3B%26filename%3Dsmime. p7m%6D%BACONtent-Transfer-
Encoding%3A%20base64%0D%0ADate%3A%20Tue%2C%2001%20Feb%202022%2019%3A52%3A36%20%2B0000
%@D%0AMessage-1d%3A%20%3C1643745156874-8bff3005-3ef826c3-2f5a6265%40false%3E%OD%OAMIME -
Version%3A%201.0%eD%eA
%@D%OAMIIMbAYIK0ZIhvcNAQCDOIIMXTCCDFKCAQIXggGkMIIBOAIBADBZME8XCzATBENVBAYTAIVTMREW
%@D%0ADWYDVQQIDAhKaXInaWSpYTEPMABGALUEBWWGUMVZ dGOuMQuwCgYDVQQKDANNU@WXDJAMBENVBAMM
%@D%0ABU1pbmFyAgYBEX9iQrIwPAYJIK0ZIhvcNAQEHMC%2BgDzANBglghkgBZQMEAGEFAKECMBOGCSQGSIb3
%@D%eADQEBCDANBglghkgBZQMEAGEFAASCAQA6ATHNOTtUS2qRUMIb74AT cOXT4bdupaB72cgI9LPjal4gkeD%eA
%2FfabtVAaohRsdYmjU%2BNfaqfHwhclW4ouYKt%2B6F zdPPRAWT JkKzketGHsT2j%2BpS5iK62AAVQIKAQF
%0@D%0ABMhIKWYx4JE1IKEQKQb6Se7dLPXIWj7U%2BEDBWBRMXpS9Gg1036gNrukigOhekYTktbQyhOgKeUr4Qj
%@D%OAgWSIAVb3FSWShnReDTqONNhtKsUUUDMESN3410NTgCE3WRPDieq%2BDeuaDZ7nIezW9%2BHOX0kPitI1
%@D%0AaEMbIHREXDFbJI4NSF IuL6uvFkiX3nX26dNHk jnbz@1QINOTQz FKWITKyUbHt5ZzvLIGEIMIAGCSqG
%@D%0ASIb3DQEHATAdBg1ghkgBZQMEAQIEEIXNSSHDba87b4bgfx@tQclggASCBABOPDSP%2BohIInXJy21d
%0D%OAKOjvSH69FHT0i1%2F4B%2Frg0Gu7p35jBjIzhM8ygybppD4hCbmgZ TkYgBxvSAOYYXnQYmt70Ui82er]j
%0D%OAqrWBIXTa0tk7YeKcQUAULOY8%2BVBp%2Fv%2BAIaLQT%2Fb1EWYocrKRUWOTFMbkIkDCZRUr7q1GeMbTqolb7
%0D%OATINFOR25jDjmvb1U%2F071508pTRGC7KXgVIKxHWPZCXADQFUQLltdIMHeCeYGj5aY1xNsFOHXXRELZ
%@D%OATSSNntyZ7FryriF91m7dZal 6560DMGLWR170YDzpOkSgdSK9bsOpE4MWKX9ACN%2Fuiky4XDaVbuwhXM
%@D%OASGOMqyX7WNMPI%2F L%2B3RCRCFZHSRUy jnr@TngfiabGKaPIkvynTygBxYNVRrMPBxQyo3urrufaPbyn
%@D%eAkL5upnZkpel Gy jvgpzvLS5GyFgs@5Xig7 ruQQxejMS5IIk5Qh1u@IvKiRDFSIUUSNI4NT LNAVa0S
%0D%@A0pL4ANUINIAENSZZQvkq@4WIPtIE61SWNSFPSH2p2BBPkUCZ9Q5a46Gn%2BSsY20vINIOrgQXrDmEMF
%BD%0AVI2BmANDY ccZKIY6KO8VUtgyX8GI%2BrM5DUZ1%2BjE7T9QzKye jmO1mIONGWk3hvGQpCnAbQWVETDkz F%2B%8D
%0AkmVrxnJ4S9rQ%2FriROB%2Bj4k9jogFeglijH1uCIoPCsG8D1gClktfzHYf3SbtPjsgbL6TaCreuSpFBe
%@D%OAFYS5gN%2By rGBbDIUY IuqvgvIbHiKWLksiaj7HhR%2BmoYvm3XtIjXD4uMALCVNdoy4ba4tL j%2FXIDZuUX
%@D%OAWpIruPdC1%2FK9ZqzftpLTbQQCdejNuMUXIh7altFcOOWWDDTCP5ZUYCrZivuplS9vK9yTzOpulVao
%0D%0Aj91UcgI1fuyyt8fdXKWOZIATxe%2BiHkwGvzdepX76YUh1S5BZ94%2B4VP5CmhNAD4MW%2B31mo%2B8Muiosd
LANYLOATARNSANINNARYLIECRVA e nl lahhaA% 2 Eami TEYXIE2Am1 Fn1 70T 1CHI a¥IR1RQHananc ThVWLIRIMThETHAYANM




Making that easier urer “‘

Jumping back to the options for a sec, let’s look at how you could customize the composing experience:

Kurer - DANE-powered Secure Email VAL
S/MIME encrypted secure email functionality, powered by DNS-based Authentication of Named
Entities ‘:DAN E). & Write: (no subject) - Thunderbird
File Edit View Insert Format Options Tools Help

a LA, & |, B

Send Spelling Security Save

r e r \ From  minar@0pki.com minar@0pkicg
u \

Toggle this on if you want Kurer to replace Thunderbird’s default send button
to always try and encrypt the email when sending

Details Options Permissions

Composing messages

Seperate encrypt button .

Toggle this on if you want to have Kurer’s SIGN toggle ON BY
Not signed by default @ gg'e s on 1t youl W Ve 99

DEFAULT when writing a new email

If unable to encrypt for a recipient:

Silently send unencrypted @ Toggle this on if you want Kurer to abort sending if it could not find a

cert on DANE to encrypt for a recipient.
This increases security but makes Kurer more in-your-face at times.




lkurer (g%

Now, let’s take a look at how Kurer makes it easy to read secure email



Now, let’s take a look at how Kurer makes it easy to read secure email

e Simply click on an email in your inbox and let Kurer do its magic

test secure email ~> minar@|

Me <minar@0pki.com>

test secure email

minar@osterweil.net

14 Decrypting and verifying SMIME message

Content-Type%3A%20application%2Fpkcs7-mime%3B%20name%3Dsmime . p7m¥%3B%OD%OA%20smime-type!
Description%3A%20Enveloped%20Data%eD%eAContent-Disposition%3A%20attachment%3B%20filenal
%0D%0ADate%3A%20Tue%2C%2001%20Feb%202022%2020%3A21%3A29%20%2B0000%0D%0AMessage - Id%3A%2(
%3E%OD%OAMIME -Version%3A%201 . 0%0D%0A%OD%OAMIIMbAYIK0ZIhvcNAQCDOIIMXTCCDFkCAQIXggGkMIIB:
%0D%eADWYDVQQIDAhWaXInaW5pYTEPMABGALUEBWWGUMVZzdGOuMQuwCgYDVQQKDANNUBWXDJAMBENVBAMM
%@D%OABU1pbmFyAgYBEX91iQrIuPAYIKoZIhvcNAQEHMC%2BgDzANBglghkgBZQMEAGEFAKECMBOGCSGGSIb3
%8D%GADQEBCDANBglghkgBZQMEAGEFAASCAQCD3YS5SyCFI%2FSvAXpklGda6iMXEK@LSrUy%2FW7uIx7MIvKpX
%8D%BAgHTX4101gGfDO6XuelIGa%2B1%2BTdmsmRQFhRHYYUSH8KgXI5xX3jfsxeBerd%2FtiNH4iler1dGhVni
%0D%OAKg@1FFBTrvq9SNPZPmOmk2Qa%2B14Udmz1gF5vcLQhIIDXRmlgil6T2wlV89gMUEBSZogNHZ%2F58AL
%OD%OAAKE jv5Qkej4DRy%2F1%2FLt1ngiMSEtSbSevzznDaldjQuWep5I6EdRRBED345ub61f9IQGAN8YZ5g%2FD]
%0D%AbSBPz j1MPmMtU%2BjyhyYrklvVp5t%2FBraerSolSiol4xofZ0tw%2FVOde3XIR8t%2F j%2B4BG680HML)

Y ANYAACTLINACIATAAD A1 ~bhl D TAMECAATCCC - DCU b CDNA A COMANEmaNma s ACCDAC -~ TAXANE Al e AAYADIXACLITY

test secure email

Me <minar@0pki.com>
test secure email

minar@osterweil.net

This is my first time using Kurer.

This message should be signed and encrypted so only you can read it and you know | wrote it. @



urer (¢

Now, let’s take a look at how Kurer makes it easy to read secure email

® You can read any email, even with heavy HTML

Me <minar@0pki.com>

Me <minar@0pki.com> secret picture

secret picture minar@osterweil.net

minar@osterweil.net

‘ R Decrypting and verifying SMIME message

Content-Type%3A%20application%2Fpkcs7-mime%3B%2@name%3Dsmime.p7
Description%3A%2@Enveloped%2@Data%eD%@AContent-Disposition%3A%2
%BD%eADate%3A%20Tue%2C%2601%20Feb’%202022%2026%3A36%3A52%20%2B00
%3E%OD%OAMIME -Version%3A%201 . 0%0D%GA%BD%GAMIIMHAYIK0ZIhvcNAQcDo
%0D%0ADWYDVQQIDAhWaXInaW5SpYTEPMAGGALUEBWWGUMVZdGOuUMQuwCgYDVQQKD.
%@D%OABU1pbmFyAgYBEX9iQrIwPAYIKoZ ThvcNAQEHMC%2BgDzANBglghkgBZQM
%0D%0ADQEBCDANBglghkgBZQMEAGEFAASCAQAStVOAZTjdPeArv%2Fc%2B2IK06
%0D%OAMMF 7vaX%2BEucwx678TBmMs3nK0Zi3zGfrbZuQerbev3tCeigMlmaSizy
%0D%0AC8qs%2Bb10i1HDhMWO4AhTSNNgtRRCOMOAAUPIIVCUHP7YORFZX1%2BT%
%0D%OASYAXCpASEF29fBbNSD6W7DpGEVICCYIR7%2B11MMNIrnECBXtxJ1gqoVvi
%0D%0AU%2B8WIjmXZgB8FXxIMQA3CQTYGQNaLMC%2FEdfUzY%2BZC3iD7YId%2BL
%OD%OASIb3DQEHATAdBglghkgBZQMEAQIEEI@rw2rEUf@9fgP7Vs1%2FMTUGEAS
%0D%0A1%2FREIR1hCgYZzG3xAUypyFOWO0jxIzkmwDOC25xNrYdSU8riWhMRAtS3p
%0D%0AjqFhzSuX%2Fi6pFA6VVIWA2FeyyhI4MMCGhu%2B21257dWPhZke8MI7w]
%0D%OAT 8AWWtd22H%2B0y2COSVYNOKNUSOWSz291iw7 cF1do4MNAulufz%2Fey%2
%0D%0ANONHAePFQ1PBYbRYGMLNW1bwy@IX1mv%2FS4vOD7I1PTWSXIHTT3ulivi
%OD%OAYPA7XXF%2BjU4i6HsQzhZ7YkzpmoZmxSR1RKTFs2DQziRrE25gmoU3Y6
%0D%0Ap11iS30AWAQEIf3viicoXLeHgQZLQo1BI%2BnE6tDdWXqWP4SERMWNVMPZ
%0D%0A4Ufmz IXBFSAMprXK5dShDk%2BNzvj@0ALIp%2BCVQeVUCjV3sDjroUhxL
%0D%OASOPVZHZW%2FPZWDBbC3LTucfpndKjW3kLxed4q9Zzk8gI2Q8DC4mk%2Bba
%0D%OAWATMUS3hy0Qk9GZ4HUHi13hxelTz26jcpoVzLtnLVemDuvq7%2FmyP%28
%AN%AA1 mnlIhldi me\n7 ANVA%IRz %2 ETanOHNary77 T20rHen7 TuvkmDnYnllQdcaR




Informative status messages urer “‘

When you click on an email, Kurer will detect S/MIME automatically and attempt to decrypt and verify

Kurer will let you know if something goes wrong decrypting,

along with the verification status of a signed email:
Decryption failed

Issue on your side - you don’t have the correct key set in
options (DANE cert sender used does not match, etc)

l Message not signed by sender

only | Message not signed by sender

Verification failed
Issue on sender side - honest setup error, spoofed
message, tampered message, etc




Replying

urer (¢

Kurer makes it easy to reply to secure emails

e Just use the normal reply button, and Kurer will show the content of the secure

email while you are composing

Subject | Re: wassup?

Body Text Vv || Variable Width vgTT. "B I VY

On 2/1/2022 4:06 PM, minar@Opki.com wrote:

Hey how's it going?

»
‘ Y| vou liking this Kurer thing?

Try sending a reply to me &

Content-Type%3A%20application%2Fpkcs7-mime%3B%20name%3Dsmime.p7m%3B%0D%0A%20smime-
type%3Denveloped-data%3B%20charset%3Dbinary%0D%0AContent-Description%3A%20Enveloped%20Data
%0D%0AContent-Disposition%3A%20attachment%3B%20filename%3Dsmime.p7m%0D%0AContent-Transfer-
Encoding%3A%20base64%0D%0ADate%3A%20Tue%2C%2001%20Feb%202022%2021%3A06%3A50
%ZO%ZBOOOO%OD%OAMessage—Id%3A%20%3C1643749610;3477686af44a—07359591783284b20%40fa Ise%3E%0D
%0AMIME-Version%3A%201.0%0D%0A
9%0D%0AMIICTQYJKoZIhveNAQcDolICPjCCAjoCAQIxggFuMIIBagiBADAjMB4xHDAIBgNVBAYTALVMASG
9%0D%0AA1UEAX4IAFQAZQBzAHQCAQEWPAYIKoZIhveNAQEHMC%2BgDzANBglghkgBZQMEAGEFAKECMBOGCSqG
9%0D%0ASIb3DQEBCDANBgIghkgBZOMEAGEFAASCAQAWTcFejy81q5qu%2B3ji0TqMIXNoCj1lemwSc40XLefT
9%0D%0ABotTi)wUKHgPVDNRKITGZqSRKCnGkT8xSmh%2FN%2BNAb7Gd%2BH1EN7OkcpODFOhfdISHZXXsNVFbp
%0D%0AR7Sh%2B0xb4s1%2Bzl090BII

%2B%2FBdPrCPj6q2vt22ILGsXWs5DvGW%2BZmZr%2 F2xEQhyF4hh4Jf16CDyLThx

eV aYa WY

Write whatever you like in the usual space above the
reply quote and then use any of the usual secure
methods when sending

This demonstrates the default behavior of replies -
but that can be customized in the options



Replying - options urer “‘

Jumping back to the options once more -
yy Kurer - DANE-powered Secure Email 2 e .
‘.’ S pted secure email functionality, powered by DNS-based Authentication of Named we can CUStomlze What happens When
: replying to a secure email.

Details Options Permissions

Default: the original secure message (as encrypted/signed) is included in the
reply quote. This is like the usual behaviour of emails, where it simply includes
whatever you are replying to in the part at the bottom. In our case, that part
remains encrypted and likely unreadable to anyone but you.

Toggle on to actually include the decrypted version of the original message in
the reply quote. This will make it look more like a normal email
conversation, but is potentially reducing security by undoing the

When replying to an encrypted message: encryption that the sender made.

Preserve encryption .




Other options

Private keys

[
Single key for sign/encr o
Key for decrypting and signing
Key password o

DNS recursive resolver to use for DANE g

You can use 2 different keys for signing
and encrypting

Kurer supports PKCS8 passphrase
protected Keys

For advanced users, you can customize
which DNS resolver to use for DANE



We saw Kurer: ‘ urer “‘

e Compose S/MIME signed / encrypted emails
o S/MIME signed / encrypted emails
e Seamlessly reply in an encrypted conversation

Now how do we install it?



Set up Kurer urer “‘

Download the packaged Kurer plugin file (.xpi or .zip) from releases page.

(https://github.com/gmu-msl/kurer-thunderbird)

N | l ~ | Downloads

Home Share View

x E% i Cut l E% -] l g New item ~ B open - R Selectall
I Copy path = i Easy access v t Edit :: Select none
Pin to Quick Copy Paste _ Move Copy Delete Rename New Properties
access 4 [l Paste shorteut to to g - folder - rg History == Invert selection

Clipboard Organize New Open Select

& > v 4o & ThisPC > Downloads

Name Date modified Type
* Q

kurer-thunderbird.zip 9/29/2021 10:21 AM ZIP File




Set up Kurer

B3 Inbox - minarSislam@yahoo.c EE

GO to add_ons menu On TB @GetMessages v # wite ) Chat @Address Book Y Quick Filter ‘

v (£} minar5islam@yahoo.col < A v & 9 0
3 Inbox

@ Draft
<« Sent
& Archive
® Bulk Mail =
@ Trash test
v minar@0pki.com
v (3 Inbox Empty Trash

Working Ku...Test Cas
v

[E] Draft (D Account Settings
rafts
< Sent Mail 'ﬁ' Options

t k@ e d  Subject
Signed email Edit
signed test
Find
Print
Save As

& Al Mail o7 Customize

) Spam

m Trash

B3 Important
B3 Starred

v Local Folders
(=) Tools

File
View
Go

Message




Set up Kurer

. B3 Inbox - minarSislam@yahoo. *. Add-ons Manager
Select Install from file

Find more add-ons

Manage Your Extensions

Check for Updates

View Recent Updates

B ol Addon From Fie..

Debug Add-ons

Update Add-ons Automatically
Reset All Add-ons to Update Automaticz

Manage Extension Shortcuts




Set up Kurer

Select the downloaded xpi file

& Select add-on to install

€« 5> v This PC Downloads

Organize v New folder

Name

Date modified Type

Today (1)
kurer-thunderbird zip

9/29/2021 10:21 AM ZIP File
Earlier this year (1)

-
File name: ‘ kurer-thunderbird.zip v

canceI



Set up Kurer

Review permissions and add Kurer

Inbox - minarSislam@yahoo Add-ons Manager X = O X
Yy g

‘ Add Kurer - DANE-powered Secure Email?
Find more add-ons ‘*

It requires your permission to:

* Read and modify your email messages as you

Manage Your Extensions LT ::dsa:;;j::f?manmessages i
Note: to use Kurer you must enable s s ek i
html/rich-text emails in your e
Thunderbird preferences. Kurer -
currently does not support the - -

Thunderbird plain-text only email
viewer/editor.




And that’s it! ‘ urer “*

Be sure to check out DANE portal to learn about the certificate-management side of
the equation




